Abstract: To mitigate the security risk level of CPS (cyber physical power system) and achieve efficient operation of power system, this paper focused on the CPS risk assessment. Based on the study of CPS risk assessment theories and electric CPS security features, this paper analyzed and compared the existing electric CPS risk researches, and found that the limitation was the lack of specific quantitative methods. By introducing the integrated fuzzy risk assessment methodology, a security risk quantitative evaluation methodology of electric CPS was designed. Firstly, a systematic literature review was conducted, and relevant standards were collected; then we used AHP (analytic hierarchy process) to analyze the weights of each parameter; and finally integrated various parameters and calculated the overall risk rating of the system. The data of an electric CPS were used to apply this methodology and the result confirmed the feasibility.
Introduction
The deep integration of power systems and cyber systems is a major trend in the development of the current electricity system. CPS (cyber-physical systems) integrates computing resources and physical systems, in order to achieve the perception, control and information services of large engineering systems. The CPS used in power systems will effectively realize the intelligent development of systems. However, electric CPS has a high complexity, which is characterized by: (1) The range of information collection is much larger than than that of smart grid; (2) Electric CPS communication network is composed of wired and wireless networks; (3) Many distributed computing devices exit; (4) The control center is connected with and directly control a variety of distributed power sources and the load device [1] . Therefore, the risk sources are quite diverse. Depending on the size of risk, we determine the degree of attention, so risk quantification is essential for decision-making.
With the development of power systems, security issues become more prominent, so the risk assessment of CPS is important. Most of the power system security risk assessment study in Refs. [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] to quantify physical and information systems separatedly. It's lack of systematic quantitative methods, and it's not conducive to the overall decision-making. Therefore, we introduce fuzzy risk assessment methods to systematically analyze the risk of electric CPS.
The paper is organized as follows: Section 2 explains risk analysis of electric CPS; Section 3 contains the integrated fuzzy risk assessment methodology; Section 4 is the conclusion.
Risk Analysis of Electric CPS
Power system is a complex system, its supporting environment includes the heterogeneous computer systems in dispatch center at all levels, local area networks and the power system industry extranet, connecting the local area networks [12] . CPS is a binary heterogeneous complex network and its security issues include network security and physical D DAVID PUBLISHING security, as well as the coupling risk [13] . Given the special nature of electric CPS, considering various factors on physical and cyber layers, we take a thermal power plant as an example. Referring to Ref. [14] , Table 1 lists the electric CPS risk assessment parameters, written as Ci.
Integrated Fuzzy Risk Assessment Methodology

TFN
TFN (triangular fuzzy number) is a method to turn uncertain fuzzy linguistic variables into certain values.
If the membership function of fuzzy number A is
, continuously and strictly increases; , where a is the value of the lower limit, b is the possible value, d is the upper limit [15] .
Determining the Quantitative Status Indicator Scoring Models and Membership Functions
Risk assessment includes two aspects, namely the severity and probability. In reality, due to the uncertainty and lack of information, there are certain difficulties to assess these factors. Therefore a lot of evaluation results use linguistic variables, such as high, medium, low. In this study, the qualitative standard uses TFN to express the ambiguity of object. Table 2 describes the qualitative evaluation of systems.
Determining the Qualitative Status Index Memberships
Risk parameter rating is constituted by the linguistic variables, including V1, V2, V3, V4, V5, V6, V7, where, V1 = quite low, V2 = very low, V3 = low, V4 = moderate, V5 = high, V6 = very high, V7 = quite high. These language variables membership function is defined by TFN, shown as Eq. (3). 
Establishing Fuzzy Evaluation Matrix
Fuzzy risk evaluation matrix is established by Ci × V. A fuzzy evaluation matrix M (C1) can be calculated as follows: 
In the same way, we can construct fuzzy evaluation matrix M (C2), M (C3), M (C4) and M (C5) for risk category C2, C3, C4 and C5 respectively.
AHP
The AHP is a good way to solve the problem of multi-parameter decision. Suppose the parent function f is divided into five sub-functions f1-f5, followed by the corresponding risk weight ω1-ω5. Specifically, the risk weight steps are as follows: (1) Consult experts in the field, compare f1-f5 in pairs based on nine scaling method, and construct judgment matrix Z, shown as Eq. (5). 
(2) Adopt sum-product method [16] to get eigenvectors of a judgment matrix. Firstly, each column element of Z goes through a normalization process:
Secondly, add the normalized elements of each row:
Finally, the vector
is normalized, i.e., risk weights:
Construction of the Overall Risk Assessment Model
In order to assess the system's overall risk, weight of all risk factors, risk categories and their associated parameters have to be considered in the assessment process. Suppose Wi and Wij are the relative weight of the main risk categories and their associated parameters, g (s, l) is the risk rating of each parameter, determined by s and l from Table 2 . Here is the three-step fuzzy evaluation method to obtain the overall risk rating.
Step 1, the overall risk assessment of C1 is shown as Eq. (9) 
where,
is expressed as the overall risk assessment of C1 in the first step. Similarly, R(2), R(3), R(4) and R (5) are the overall risk vectors of C2, C3, C4 and C5 in the first step .
Step 2, as shown in Eq. (10):
Step 3, by using the gravity method the final overall risk rating is defuzzificated: (11) Specifically, the integrated fuzzy risk assessment method of electric CPS includes:
(1) Determine the power system to be evaluated, functionally decompose it, and collect relevant parameters; (2) 
Case Study
We take a CPS system in a thermal power plant as an example to evaluate quantitative risk. Referring to classification of parameters in Table 1 , firstly we use the nine scaling method to evaluate weight of risks, and by building z-matrix, using the method in section 3.2, we get their own weight. Table 3 (12) According to the Eq. (17), using sum-product method, we get 1 ω =3/4, 2 ω =1/4.Similarly, the other parameters of the weight distribution are shown in Table 4 . We take C111 as an example, referring to Table 2 , and its rating of severity is 8, the TFN is (0.6, 0.7, 0.8); Possibility rating is 4, and the TFN is (0.2, 0.3, 0.4) . According to equation 6 g is obtained (s, l) = (0.12, 0.21, 0.32). According to the Eq. (7), through defuzzication, we get ~i g = 0.217. Likewise other risk ratings are shown in Table 5 . Risk rating of C111 is 0.217, and according to the Eq. In the same way, we get 
Finally, integrate C1 and C2, and we get the overall risk rating: Therefore, the risk rating of this electric CPS system is 0.126. Referring to definition of qualitative indicators in section 3.1, it's between V1 (quite low) and V2 (very low).
Conclusion
Based on fuzzy set theory and AHP, this paper presents a quantitative risk assessment methodology of electric CPS. Through the analysis of risk sources of electric CPS, we take various parameters of CPS into account to evaluate the overall security risk. At last, we use case studies to verify the validity of the method. This approach promotes the change of risk control of electric CPS from afterwards to beforehand, which is of some significance to the smart grid construction.
